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Bonjour,


je viens de recevoir une alerte concernant mon serveur.

Il semblerait qu'il serve de relais d'envoi de spam.


effectivement j'ai bien des mails qui passent alors que ce n'ai pas moi.


MESSAGE FROM SPAMCOP:


CLICK 'BACK' BUTTON TO RETURN TO SPAMCOP
################################################################################
Received: from MONDOMAINE (MONIP) by admin.jettfuel.net with
 SMTP (EIMS X 3.3.9) for <x>;
 Thu, 1 Oct 2015 22:01:49 -0500
Message-ID: <OKXQ_________________CBLE@163.com>
From: "207.200.17.131" <ycinyjifojgdjf@163.com>
Reply-To: "207.200.17.131" <wpanudluxszf@163.com>
To: x
Subject: BC_207.200.17.131
Date: Fri, 02 Oct 2015 01:54:41 -0100
X-Mailer: Microsoft Outlook Express 5.00.2919.6700
MIME-Version: 1.0
Content-Type: multipart/alternative;
    boundary="--5371860820437407"
X-Priority: 3
X-MSMail-Priority: Normal

----5371860820437407
Content-Type: text/plain;
Content-Transfer-Encoding: quoted-printable



----5371860820437407--


MAIL.LOG:


Oct  2 10:35:01 MONDOMAINE dovecot: pop3-login: Disconnected (no auth attempts): rip=127.0.0.1, lip=127.0.0.1, secured
Oct  2 10:35:01 MONDOMAINE dovecot: imap-login: Disconnected (no auth attempts): rip=127.0.0.1, lip=127.0.0.1, secured
Oct  2 10:35:01 MONDOMAINE postfix/smtpd[27247]: connect from localhost[127.0.0.1]
Oct  2 10:35:02 MONDOMAINE postfix/smtpd[27247]: lost connection after CONNECT from localhost[127.0.0.1]
Oct  2 10:35:02 MONDOMAINE postfix/smtpd[27247]: disconnect from localhost[127.0.0.1]
Oct  2 10:35:14 MONDOMAINE postfix/smtpd[27247]: connect from MONDOMAINE.fr[MONIP]

Oct  2 10:35:15 MONDOMAINE postfix/smtpd[27247]: NOQUEUE: filter: RCPT from MONDOMAINE.fr[MONIP]: <wqbjdfooetppypa362@163.com>: Sender address triggers FILTER amavis:[127.0.0.1]:10026; from=<wqbjdfooetppypa362@163.com> to=<dng293@ara.seed.net> proto=SMTP helo=<MONDOMAINE.fr>

Oct  2 10:35:15 MONDOMAINE postfix/smtpd[27247]: NOQUEUE: filter: RCPT from MONDOMAINE.fr[MONIP]: <wqbjdfooetppypa362@163.com>: Sender address triggers FILTER amavis:[127.0.0.1]:10024; from=<wqbjdfooetppypa362@163.com> to=<dng293@ara.seed.net> proto=SMTP helo=<MONDOMAINE.fr>

Oct  2 10:35:15 MONDOMAINE postfix/smtpd[27247]: NOQUEUE: reject: RCPT from MONDOMAINE.fr[MONIP]: 554 5.7.1 <dng293@ara.seed.net>: Relay access denied; from=<wqbjdfooetppypa362@163.com> to=<dng293@ara.seed.net> proto=SMTP helo=<MONDOMAINE.fr>


Oct  2 10:35:15 MONDOMAINE postfix/smtpd[27247]: NOQUEUE: filter: RCPT from MONDOMAINE.fr[MONIP]: <wqbjdfooetppypa362@163.com>: Sender address triggers FILTER amavis:[127.0.0.1]:10026; from=<wqbjdfooetppypa362@163.com> to=<hhmoon@ara.seed.net> proto=SMTP helo=<MONDOMAINE.fr>

Oct  2 10:35:15 MONDOMAINE postfix/smtpd[27247]: NOQUEUE: filter: RCPT from MONDOMAINE.fr[MONIP]: <wqbjdfooetppypa362@163.com>: Sender address triggers FILTER amavis:[127.0.0.1]:10024; from=<wqbjdfooetppypa362@163.com> to=<hhmoon@ara.seed.net> proto=SMTP helo=<MONDOMAINE.fr>

Oct  2 10:35:15 MONDOMAINE postfix/smtpd[27247]: NOQUEUE: reject: RCPT from MONDOMAINE.fr[MONIP]: 554 5.7.1 <hhmoon@ara.seed.net>: Relay access denied; from=<wqbjdfooetppypa362@163.com> to=<hhmoon@ara.seed.net> proto=SMTP helo=<MONDOMAINE.fr>

Oct  2 10:35:16 MONDOMAINE postfix/smtpd[27247]: disconnect from MONDOMAINE.fr[MONIP]


Pour monter mon serveur j'ai suivi le tuto suivant:
https://www.howtoforge.com/perfect-server-ubuntu-12.10-apache2-bind-dovecot-ispconfig-3

Comment faire pour bloquer ce genres de choses ?

Auriez-vous une idée ?

Clamav ne trouve aucun trojan ou virus…


Si je ne trouve pas une solution avec 48h Online coupe mon serveur…
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