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ce matin le petit serveur du magasin ou je bosse a eu des petits problemes....





notemment un /etc presque vide



[root@localhost etc]# ls 

cups/  init.d@  samba/  X11/



exploitation de la faille ssh ?



les /var/messages sont pleins de



ep 17 05:36:50 serveur_soufflot kernel: iptables: logdenyIN=ppp0 OUT= MAC= SRC=192.216.2.124 DST=213.41.169.124 LEN=48 TOS=0x00 PREC=0x00 TTL=119 ID=11118 DF PROTO=TCP SPT=4019 DPT=135 WINDOW=8160 RES=0x00 SYN URGP=0 

Sep 17 05:40:20 serveur_soufflot kernel: iptables: logdenyIN=ppp0 OUT= MAC= SRC=213.37.165.1 DST=213.41.169.124 LEN=48 TOS=0x00 PREC=0x00 TTL=116 ID=5465 DF PROTO=TCP SPT=4088 DPT=135 WINDOW=64240 RES=0x00 SYN URGP=0 

Sep 17 05:40:33 serveur_soufflot kernel: iptables: logdenyIN=ppp0 OUT= MAC= SRC=213.37.122.140 DST=213.41.169.124 LEN=48 TOS=0x00 PREC=0x00 TTL=116 ID=48225 DF PROTO=TCP SPT=3099 DPT=135 WINDOW=16384 RES=0x00 SYN URGP=0 

Sep 17 05:41:01 serveur_soufflot kernel: iptables: logdenyIN=ppp0 OUT= MAC= SRC=213.41.99.84 DST=213.41.169.124 LEN=92 TOS=0x00 PREC=0x00 TTL=121 ID=38720 PROTO=ICMP TYPE=8 CODE=0 ID=512 SEQ=7822



etc...



et un traceroute sur un ip prise au hasard parmis celles de ces logs donne !



bash-2.05b# traceroute 213.37.83.85

traceroute to 213.37.83.85 (213.37.83.85), 30 hops max, 38 byte packets

 1  192.168.0.1 (192.168.0.1)  0.208 ms  0.192 ms  0.103 ms

 2  loopback0-lns001-tip-voltaire.nerim.net (62.4.16.245)  53.518 ms  48.969 ms  44.036 ms

 3  geth0-2-svenny.nerim.net (62.4.16.6)  391.219 ms  46.446 ms  106.695 ms

 4  gige2-0-515.ipcolo2.Paris1.Level3.net (212.73.200.93)  119.606 ms  103.917 ms  190.189 ms

 5  ae0-17.mp1.Paris1.Level3.net (212.73.240.97)  586.939 ms  51.566 ms  47.030 ms

 6  so-1-0-0.mp2.London1.Level3.net (212.187.128.54)  54.132 ms  54.309 ms  54.745 ms

 7  so-1-0-0.bbr2.NewYork1.level3.net (212.187.128.153)  114.365 ms  116.694 ms  117.281 ms

 8  so-0-2-0.bbr1.Washington1.level3.net (64.159.1.86)  127.369 ms  124.745 ms  169.303 ms

 9  so-7-0-0.edge1.Washington1.Level3.net (209.244.11.14)  137.785 ms  119.485 ms  127.621 ms

10  65.59.88.210 (65.59.88.210)  166.403 ms  129.956 ms  211.192 ms

11  if-6-0.core1.Ashburn.Teleglobe.net (207.45.223.113)  1012.451 ms  344.351 ms  242.339 ms

12  if-2-0.core2.Newark.Teleglobe.net (64.86.83.213)  271.013 ms  242.308 ms  247.628 ms

13  if-8-0.core2.London2.Teleglobe.net (66.110.8.142)  257.843 ms  354.665 ms  887.148 ms

14  if-5-0.core1.London2.teleglobe.net (195.219.15.217)  237.060 ms  242.430 ms  234.561 ms

15  if-5-0.core1.Madrid.Teleglobe.net (195.219.133.61)  237.080 ms  239.217 ms  256.027 ms

16  if-6-0.core2.Madrid.Teleglobe.net (195.219.149.77)  234.341 ms  229.139 ms  232.019 ms

17  ix-4-0.core2.Madrid.Teleglobe.net (195.219.149.10)  231.766 ms  761.744 ms  305.044 ms

18  10.127.1.18 (10.127.1.18)  166.610 ms  167.274 ms  166.251 ms

19  62.100.100.2 (62.100.100.2)  257.843 ms  174.443 ms  190.253 ms

20  10.21.2.100 (10.21.2.100)  169.225 ms  166.656 ms  166.881 ms

21  10.113.211.2 (10.113.211.2)  174.412 ms  182.473 ms  205.860 ms

22  10.113.50.100 (10.113.50.100)  177.093 ms  199.212 ms  452.640 ms





ce qui semble etre une route zigzaguante....
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